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Captain McDonald 
C/SEC Violations 


1. Pofsible actiona and/or recoimaendationa vhsreiby WA laight be able to 
reduce the nunfljer of C/SEC violations I 

a. £ncoura 4 {e the cryptologic aisenoies, and the Services as a vhole, 
to malce cryptoseeurity the primary duty of the responsible officer rather 
than an additional duty as is too often, the case. 

b. Assignment of a wll-guallfied ISSA C/SEC man to M3AEUR, BSAPE, etc. 
to advise and Instruct the responsible crypto officers on the specific mture 
and causes of violations and the many tools and publications available to 
help prevent breaks if utilised properly. This K5A man could run a 
quarterly critique, based on the violations listed In these reports, 

and easily trace each break to the operator and machine concerned and 
give on-the-spot instruction on the proper use of the available tools 
to avoid the possibility of such breaks In the future. 

c. Encourage a vigorous and continual on-the-jdb education of the 
operators and the responsible officers in the existence, availability, and 
use of the AFSAGS, JAHAPS, OX'S, etc., and the machiases themselves. 

g. This is one area vhere the lack of sufficiently vell-quallfied personnel 
can be partly overcome sioply by continTially reminding those available of the 
proper use of the tools and detailed instructions available to them. However, 
human nature being vhat it is, a vigorous, continual program should be followed. 

In view of JJSA l68, it Is entirely within the scope of K3A*s authority to 
execute such a program. 

3 . Some of the actions mentioned above are undoubtedly being carried out 
in some degree In one place or another. However, I do 300t believe that there 
is a deliberate, well conceived, over-all effort with a singleness of purpose 
designed specifically to promote a vigorous and continual on-the-job educational 
program to reduce the number of C/SEC violations. 

4, Such a program eotxld be ijndertaken with very little cost bys 

a. Sending appropriate letters to the Services and the cryptologic 
egencies . 

I 

b. Deliberately assigning a C/SEC esqpert to each HSA overseas head- 
q.uarters and charging him with the appropriate responsibilities , 


I. T. McDOHALD 
Captain USAP 
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